
“Did you know 
we broke your 
encryption?”



Padding Oracle 
attack in 6 steps

No theories

Just a real world case study 



During a pentest for a  
global institution, I 
discovered a flaw in their 
encryption and 

. 



Here’s my framework to 
simply the process:
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Observe

Observe for encrypted text�
� Parameters in URL�
� POST dat�
� Cookie�
� Headers
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Review

Review and find out�
� Block Size: 8/16 bytes 

(Number of bytes for cipher 
text divisible by 16? By 8?�

� Encoding: Base64/Hex 
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Alter

Alter the last byte
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Original 

755a...7d43aeb48c70



Altered version #1

755a...7d43aeb48c

Altered version #2

755a...7d43aeb48c

00





Check

Check server’s response�
� New error message�
� Different HTTP status 
code�

� Different response times
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New error #1


New error #2


Unexpected character 
encountered



Padding is invalid



Link

Link the responses to the 
possible error cases:
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Case #1


Case #2


The ciphertext can be decrypted 
but it contains invalid value



The ciphertext cannot be 
decrypted (error condition)



Exploit

Use automated tools like 
PadBuster and feed the 
parameters into it
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# modified padbuster.pl to support headers 
# https://gist.github.com/
sechurity/566ea8909b2a21d5d82d7541e17a395b



perl padbuster-headers.pl \

'https://fake.host/api/users/userlist'\

'755a...7d43aeb48c70' 16 \

-encoding 1 \

-headers "fakeauth::755a...7d43aeb48c70" \

-error "Padding is invalid" \

-post '{}' \

-usebody \

-verbose 



Result?

The entire ciphertext got 
decrypted block-by-block in 
30 minutes
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Thanks for 
reading my 
first carousel.


Do you like it? 

How can it be better?

Let me know your thoughts 
in the comment.  

Happy Hacking!


